Math 328: Introduction to Coding Theory and Cryptography    Spring 2014
General Course Information

Professor:   Noah Aydin
 Office: RBH 319 
Phone: 5674
E-mail: aydinn@kenyon.edu  

Class Times: MWF 1:10-2 pm

              Classroom:  RBH 311
Office Hours:  M-F: 10:10-11 am
Class web page: http://www2.kenyon.edu/depts/math/aydin/teach/328
Textbook: Coding Theory and Cryptography The Essentials, D. R. Hankerson et al., 2nd ed,Marcel Dekker. ISBN 0-8247-0465-7

Course Description  Coding theory, or the theory of error-correcting codes, and cryptography are two recent applications of algebra and discrete mathematics to information and communications systems. The goals of this course are to introduce students to these subjects and to understand some of the basic mathematical tools used. While coding theory is concerned with the reliability of communication, the main problem of cryptography is the security and privacy of communication. Applications of coding theory range from enabling the clear transmission of pictures from distant planets to quality of sound in compact disks. Cryptography is a key technology in electronic security systems. Topics likely to be covered include: basics of block coding, linear codes, cyclic codes, BCH and Reed-Solomon codes, classical and public-key cryptography. Other topics may be included depending on the availability of time and the background and interests of the students. Other than some basic linear algebra, the necessary mathematical background (mostly abstract algebra) will be covered within the course. 

We will cover chapters 1-4, 10, (parts of) 11, 12 and possibly some additional chapters like 5,6.

Grading and Evaluation Criteria: 

Final grades will be determined based on the performance in the following components.

	Component
	Percentage

	Homework
	20

	Attendance/Participation/Enthusiasm
	10

	Project 
	10

	Two Midterm Exams
	35

	Final Presentation
	7

	Final Paper
	18


Class Format and Daily Reading. Actively reading the textbook before each lesson is a necessity. Some of the problems from the textbook will be assigned as homework and some for class presentations. There will be a homework set due most days. Come to class prepared to ask questions, present problems and participate in  discussions.  There may not be enough time to cover all aspects of each topic during class. You will still be held responsible for the material. Much of the learning will take place outside the classroom. I will be available for help. Make sure you utilize the office hours or make appointments to get help that you may need  in  a timely fashion. 
Exams/Papers:  Two midterm exams for the course are tentatively scheduled as Exam I: Mon Feb 10 (week 5), and Exam II: Wed April 9 (week 11). There will be two projects in the course. The first one will be in the middle of the semester. The second one will serve as the final exam. In lieu of a final exam, you will choose a topic in coding theory or cryptography, write a paper on it and present it to the class. The final paper will be due the at officially assigned final exam date for the course which is Friday, May 9, 1:30 pm. The final presentations will take place during the last week of the class. You may work in groups of size 2 for the presentations. Check out the course web page with information about the project and start thinking about a possible topic early.
Attendance and Late Policy: Regular attendance is an essential part of this course and is expected. No make-up exam will be given without justified and documented excuses. No work will be accepted late.  Every unexcused absence will negatively affect your course grade. Attendance is necessary but not sufficient for a full grade on this component. You need to participate in class discussions, present problems regularly and show enthusiasm for the subject.
Academic Honesty: At Kenyon we expect all students, at all times, to submit work that represents the highest standards of academic integrity.  It is the responsibility of each student to learn and practice the proper ways of documenting and acknowledging those whose ideas and words they have drawn upon (see “Academic Honesty and Questions of Plagiarism” in the Course Catalog).  Ignorance and carelessness are not excuses for academic dishonesty.  In the case of homework, you may discuss problems with others, but the final submitted work must be done independently and should reflect your own understanding, written by yourself. In the case of a group assignment, all members of the group should contribute equally to writing the final product, and every member of the group is responsible for the content of the entire paper, not just the section(s) that are written by that person. If you are uncertain about the expectations for this class, please ask for clarification.
Disabilities: If you have a disability that requires an accommodation in this class, please feel free to discuss your concerns with me as soon as possible. Also, you are required to register for support services with the Office of Disability Services in the Olin Library, Center for Innovative Pedagogy.  Please contact Erin Salva at 5453 or email salvae@kenyon.edu. Students are required to register for support services with Erin Salva. Though I am happy to help you in any way I can, I cannot make any accommodations for learning (or other) disabilities without proper authorization from Ms. Salva.
Some Books on Coding Theory and Cryptography

Here is a list of some introductory books on coding theory and cryptography (there are many other books on the subject)

1. Intro to Cryptography with Coding Theory,  W Trappe & L. Washington, Prentice Hall, 0-13-061814-4

2. Applied Abstract Algebra, D. Joyner, R. Kreminski & J. Turisco, John Hopkins 0-8018-7822-5

3. Introduction to the Theory of Error-Correcting Codes, V. Pless, John Wiley, 471190470

4. A first course in Coding Theory, R. Hill, Oxford, 0-19-8538030

5. Introduction to Cryptography, J. A. Buchmann, Springer, 0387950346

6. Fundamentals of Error-Correcting Codes, W. C. Huffman & V. Pless, Cambridge, 521782805

7. Applied Abstract Algebra, R. Lidl & G. Pilz, Springer, 0-387-98290-6

8. Introduction to Coding and Information Theory, S. Roman, Springer, 0-387947043

9. Introduction to Coding Theory, J. H. van Lint, Springer, 3540641335

10. The Theory of Error Correcting Codes, F. J. MacWilliams & N. J. Sloane, North-Holland, 0-444851933
11. Cryptography Theory and Practice, D. R. Stinson, Chapman& Hall/CRC, 1584882069 

12. An intro to error correcting codes with applications, S. A. Vanstone & P. C. van Oorschot, Kluwer, 0792390172

13. Error Control Coding, 2nd ed, S. Lin & D. J. Costello, Prentice hall, 0130426725

14. Coding and Information Theory, S. Roman, Springer, 0-387-97812-7

15. Error Control Coding, P. Sweeney, John Wiley, 0-470-84356-X

16. Handbook of Applied Cryptography, A. Menezes, P. van Oorschot, and S. Vanstone, CRC, 0-8493-8523-7

17. Practical Cryptography, N. Ferguson & B. Schneier, John Wiley, 0-471-22894-X

18. Modern Cryptography Theory and Practice, W. Mao, Prentice Hall, 0-13-066943-1

19. Quantum Computation and Quantum Information, M. Nielsen & I. Chuang, Cambridge, 0-521-63503-9

20. Intro to Coding Theory, J. Bierbrauer, Chapman & Hall/CRC, 1-58488-421-5

21. The Theory of Information and Coding, R. McEliece, Cambridge, 0-521-83185-7

22. Applied Abstract Algebra, Joyner, Kreminski & Turisco, John Hopkins University, 0-8018-7822-5

23. Coding Theory and Cryptology, H. Niederreiter editor, World Scientific/Singapur U. Press, 981-238-132-5

24. Applications of Abstract Algebra with Maple and Matlab, Klima, Sigmon & Stitzinger, CRC, 1-58488-610-2
25. Quantum Computation and Quantum Information, M. A. Nielsen & I. L. Chuang, Cambridge, 0-521-63503-9
26. Making, Breaking Codes: An Intro to Cryptology, P. Garrett, Prentice Hall, 0-13-030360-0
27. Error Control Systems for Digital Communication and Storage, S. B. Wicker, Prentice Hall, 0-13-200809-2
